
DEFENSE ADVANCED RESEARCH PROJECTS AGENCY 
67B NORTH RANDOLPH STREET 
ARLINGTON, VA 22203-2 I 1 4 


MEMORANDUM FOR INFORMATION SECURITY OVERSIGHT OFFICE (ISOO) nfT ? , ™,,r 

(ATTN: MS. PEGGY USIIMAN) UU L 


SUBJECT: Standard Form 31 ], Report on Agency Security Classification management Program 
Data for FY2015 


In accordance with Director Reids’ 25 September 2015 memorandum, the Defense 
Advanced Research Projects Agency (DARPA) has completed a review of its information 
security classification management program. 


In accordance with the Deputy Secretary of Defease memorandum, “Delegation of Top 
Secret Original Classification Authority,” dated 5 May 2011, DARPA has one original 
classification authority, the Director, DARPA. She is scheduled to complete her annua! training 
in early November 2015. 


My Point of Contact for thi s review is 


(b)(6) 


(b)(6) 


He can be reached at ( b >(6) 


a 'da rpa.m il or ( b >( 0 > 


(b)(6) 

Mark Boyd 
Director 

Security and Intelligence Directorate 


Attachments: 

I.SF311 



























AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(Subfumions must be unclassified nnd reach the Information Security Oversight Office (ISOO) uo later than November IS fallow lll£ the reporting period) 


PART A: Identifying Information 

1. Enter the Fiscal Year that this report covers. 


L 

2015 

2, Identify the Department, Independent agency, or Establishment that is 
covered by this report. 

2. 

Defense Advanced Research Projects Agency (DARPA) 

3. Enter the name and title of the Senior Agency Official 

{as defined in E.O.13526, section 5.4(d)) responsible for this report. 

3. 

Mark Boyd, Director, Security Intelligence Directorate 

4, Enter the name, title, phone, and email address for the jN>ini-(>f contact 

4. 

responsible for answering questions about this report. 

(b)(6) 


i 

PART B: Officials with Original Classification Authority 

5, Enter the number of agency officials whose highest level of original classification authority is TOP SECRET 

5. 

I 

6. Enter the number of agency officials whose highest level of original classification authority is SECRET 1 . 

6, 

0 

7. Enter (he number of agency officials whose highest level of original classification authority is CONFIDENTIAL. 

7. 

0 

S, Total number of officials with original classification authority. (Sum of blocks 5, 6, & 7) 

8. 

1 

PART C: Original Classification Decisions 

Original classification is on initial determination that the information to be classified has not been previously classified by any other authority. 11 also 
meets the following conditions; (l) it was classified by an original classification authority' (2) the information is owned by or for, or is under the 
control of the United States Government; (3) it falls into at least one of the categories from section 1.4 of E.O, 1 3526; and (4) unauthorized disclosure 
could reasonably be expected to result in damage to the national security. (Provide in formal ion on all original classification decisions, regardless of 
the media, including those documented and disseminated via email. Do not count reproductions or copies.) 

9. Enter the number of original TOP SECRET classification decisions made during the reporting period with 
declassification instructions of 10 years or less. 


10. Enter the number of original TOP SECRET classification decisions made during the reporting period with 
declassification instructions ranging from over IQ years to 25 years. 

10. 

0 

11. Total number of TOP SECRET original classification decisions. (Sum of blocks 9 &. 10). 

11. 

0 

12. Enter the number of original SECRET classification decisions made during tire reporting period with declassification 
instructions of 10 years or less. 

12, 

3; 

13. Enter the number of original SECRET classification decisions made during the reporting period w ith declassification 
instructions ranging from over 10 years to 25 years. 

13. 

12 

14, Total number of SECRET original classification decisions. (Sum of blocks 12 & 13) 

14. 

15 

15, Enter the number of original CONFIDENTIAL classification decisions made during tire reporting period with 
de classifies (ion instructions of 10 years or less. 

15. 

0 

16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instruction* ranging from over IQ years to 25 years, 

16. 

0 

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 Sc 16) 

17. 

0 

18. Total number of original classification decisions. (Sum of blocks 11, 14, & 17) 

18. 

15 

PART D: Derivative Classification Decisions 

Derivative classification js the incorporating, paraphrasing, re stating, or generating in new form information that is already classified. This includes 
classification based on classification guides or other source documents. (Provide information on all classification decisions, regardless of the media, 
including those documented and disseminated via email. Do not count reproductions or copies.) 

19. Enter the number of dcrivalivc TOP SECRET' classification decisions made during the reporting period. 

19. 

7,306 

20, Enter the number of derivative SECRET classification decisions made during the reporting period. 

20. 

15,210 

21. Enter the number of derivative CONFIDENTIAL classification decisions made during the reporting period. 

2L 

468 

22, Total number of derivative classification decisions, (Sum of blocks 19, 20, Sc 2 1) 

22, 

22*984 


National Archives and Records administration 


AUTHORIZED FOR LOCAL REPRODUCTION 
Previous edition is unusable 


STANDARD FORM 311 (REV 2-IS) 
Prescribed by NARA/ISOO 
32CFR200I £,0 13526 

























































Defense Advanced Research Projects Agency (DARPA) 


PART B; Mandatory Declassification Review Requests and Appeals 

A “Request'* is an individual initial review request or appeal regardless of the number of documents or pages to be reviewed as part of the request. 
Report only requests for your agency la which your agency h responsible for the final decision. 

23. Enter the number of requests received during Lite reporting period. 

23.11 

24. Enter the number of requests closed during the reporting period. 

24.11 

25 , Enter the number of requests that have been unresolved for over one year. 

25.0 

26. Enter the average number of day* to icsotvc each request. 

26,30 

27. Enter the number of appeals received during the repelling period. 

27.0 

2®, Enter the number of appeals closed during the reporting period. 

28.0 

29, Enter the number of appeals that have been unresolved for over one year. 

29,0 

1 30, Enter the average number of days to resolve each appeal. 

30.0 


31. Enter the number of referred requests received during the repoiling period. 

3L0 

32. Enter the number of referred appeals received during the reporting period. 

32*0 

PART V: Mandatory Declassification Review Decisions in Pages 

33. Enter the number of requested pages that were declassified in full. 

33.992 

34. Enter the number of requested pages that were declassified in part. 

34.0 

35. Enter the number of requested pages that were denied declassification. 

35.0 

36. Total number of requested pages acted on . (Sum of blocks 33, 34, & 35) 

36. 992 

37. Enter the number of appealed pages that were declassified in full. 

37.0 

3$. Enter the number of appealed pages that were declassified in part. 

38.0 

39. Enter the number of appealed pages that were denied declassification. 

39*0 

40. Total number of appealed pages acted on. (Sum of blocks 37, 38, & 39) 

40. 0 

PART G: Automatic, Systematic, and Discretionary Declassification Reviews 

41. Enter the number of pages reviewed that were subject to automatic declassification under section 3.3 of E.O. 13526. 

41.0 

42. En ter the n u mb er of pages declass i fled u nde r a u tom a tic d eclass i fica lion. 

42.0 

43. Enter the number of pages reviewed that were subjeetto systematic declassification under section 3.4 ofE,0. 13526. 

43.0 

4 4. Enter the nui n be r of page s declass i fie d undc r sy sternal k dec 1 n ts l fka t i o n. 

44,0 

45, Enter the number of pages reviewed that were subject to discretionary declassification under section 3*1 of B.O. 13526. 

45.0 

46, Enter the number of pages declassified under discretionary declassification. 

46.0 

PART H; Internal Agency Oversight 

47. Enter Ihe number of challenges processed by your agency to the classification of information believed to be improperly 
classified or unclassified. (E.O, 13526, section 1.8) 

47. 0 

48. Enter the number of challenges where die classification status whs fully affirmed. 

48. 0 

49. Enter the number of challenges where the classification status was overturned in whole or in part. 

49.0 


natonal Archives and rf-cords administration 


AUTHORIZED FOR LOCAL REPRODUCTION 
Previous edition is unusable 
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Defense Advanced Research Projects Agency (DARPA) 


_ ________ PART I: EipUnator y Comme nts___ _ 

Use this space to elaborate on any* section of this form. If more space is needed, provide as an attachment to this form. Provide explanations for any 
significant changes in trertds/mtmbersfrom the previous year 's report. 


Pari A, #4: DARPA point of contact is 


ydarpa.mil. 


Part D, #19-22: For reporting purposes, a sampling of all offices in DARPA was completed during a 2-week period, 7-18 September 2015, Tally 
sheets were distributed to all trained derivative classifiers. The results of the sampling period were then multiplied by 26 to achieve an estimated 
annual total. The results for 2015 appear to be greater than previous years due to the expanded sampling size (all derivative classifiers vice a subset of 
classifiers) which also provide a more accurate depiction of actual agency classified product ion. 


For 1800 Use Only 

ISOO Analyst Name: 
Date of QC: 

Analyst Initials: 


National Archives AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPROD1 JCnON STANDARD FORM 311 (REV 2-15) 

Previous edition is unusable Prescribed by NAK A/ISOO 

32CFR20OI E.O 13526 





















DEFENSE ADVANCED RESEARCH PROJECTS AGENCY 
675 NORTH RANDOLPH STREET 
ARLINGTON, VA 22203-21 14 



NOV 0 a 

MEMORANDUM FOR INFORMATION SECURITY OVERSIGHT OFFICE (ISOO) 

(ATTN: MS. PEGGY USHMAN) 


SUBJECT: Standard Form 311, Report on Agency Security Classification Management Program 
DatafoT FY2016 


In accordance with Acting Director Cira's July 15, 2016 memorandum, the Defense 
Advanced Research Projects Agency (DARPA) has completed a review of its information 
security classification management program. 


(b)(6) 


He can be reached at[ b > (6 > 


is review is 

(b)(6) 

1 (b)(6) 

lildarpu.inil or 

(b)(6) 



(b)(6) 


Attachments: 

1.SF311 


Mark Boyd 
Director 

Security and Intelligence Directorate 

















AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(Submission# must be unclassified and teach the Information Security Oversight Office (ISOO) no later than November 15 following the reporting period.) 


PART A: Identifying InformufoD 

1. Enter the Fiscal Y ear that this report covers. 

*■ 2016 

2, Identify the Department, Independent agency, or 
Establishment that is covered by IhLs report. 

2 ‘ DOD: Department of Defense (DARPA) 

y. Enter the name and title of the Senior Agency 

Official (as defined in E.O. 13526, section 5.4(d)) 
responsible for ihis report 

Mark Boyd, Director, Security Intelligence Directorate 

4. Poinl-of-contact responsible for answering questions about this report: 

4a. Name: 

4 a. 

(b)(6) 


4b. Title: 

4b 


4c. Email address: 

4c. 

(b)(6) ^ •. 

3tdarpa.mil 

4d Phoot number: 

4d 

(b)(6) 

PART B: Official* with Original Classification Authority 

5. En m the number of agency officials whose highest levd of original classification authority is TOP SECRET. 

5 - 1 

6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 

6. o 

7. Enter the number of agency officials whose highest level of original classification authority is CONFIDENTIAL. 

7 - 0 

8. Total number of officials with original classification authority. (Sum of blocks 3,6, and 7) 

8 1 

PART C: Original Classification Decision* 

Original classification is an initial determination that the information to be classified lias not been previously classified \ 
also meets the following conditions: (1) it was classified by an original classification authority'; (2) the information is ov 
the control of the United States Government; (3) it falls into si least one of the categories from section 1.4 of E,0. 1333 
disclosure could reasonably be expected to mult in damage to (he national security. (Provide information on all origins 
regardless of the media, including those documented and disseminated via email Do not count repnoduetta 

by any other authority. It 
roed by or foT t or b under 
16; and (4) iraanthoriied 

1 classification decision*, 
is or copie*,) 

9, Enter the number of original TOP SECRET classification decisions made during the reporting period with 
declassification instructions of 10 year* or less. 

9 0 

10. Enter the number of origins! TOP SECRET classification decisions made during the reporting period with 
declassification instructions ranging from over 10 yean to 25 years. 

10. 0 

11 > Total number of TOP SECRET original classification decisions. (Sum of blocks 9 and 10) 

"■ o 

t2. Enter the number of original SECRET classification decisions made during the reporting period with 
declassification instruction* of 10 years or less. 

12. q 

13. Enter the number of original SECRET classification decisions made during the reporting period with 
declassification instructions ranging from over 10 yean to 25yean. 

!3. j7 

14. Total number of SECRET original classification decisions. (Sum of blocks 12 and 13) 

14 17 

13. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instruction* of 10 years or less 

lJ 0 

16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions ranging from over 10 years to 25 veirs. 

16. 0 

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 and 16) 

‘7. o 

18. Total number of original classification decisions. (Sum of blocks 11,14, and 17) 

” 17 


NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 311 (REV 03-16) 

Thevious edition n unusable Prescribed by NARA/ISOO 

32 CFR JOO l E 0 13526 










































DOD; Deparnneni of Defense (DARPA) 


PART 1>; Dtrfvidvf CU*f rffcatitn Decisions 

Derivative classification if the incorporating, paraphrasing, restating, or generating in new form infonnstion that is already classified* This 
includes clarification baaed on classification guides or other source document*. (Provide information on all classification dcrisiona* regardless of 
the media, itjciudfnii those documented and disseminated via email. Do not count reproductions or conies.) 

19, Enter the number of derii alive T OP SECRET claaMfioertwm dwMmft mode during the r^pwrtmg period. 

19. 

5,798 

20, Fitter the number of derivative SECRET clajytifieiriitui decisions made during the reporting period. 

i 

20, 

19JQ0 i 

21. Enter the number of derivative CONFIDENTIAL classification decisions made during the reporting period 

21. 

468 

22. Total number of derivative classification decisions. {Sum of blocks 19,20, and 21) 

22. 

1_ 

15,766 

PART E; Mandatory DecittaiftealloQ Review Requests 

A ‘‘Request" is an individual initial review request regardless of the number of documettta or pages &> be reviewed as pan of the request 
Report oafy r*qu«ti for your aicaty In which yoar agency 1* responsible for the final decision. 

23. Enter the number of REQUESTS received during the reporting period. 

23. 

6 

24. Enter the number of REQUESTS closed during ihe reporting period. 

24, 

6 

25, Of the REQUESTS entered into block 24, enter the number of pages that were: 

25. 

a. Dec! deified in full. 

. J 

!,"*■ ... 

268 

b Declassified in part. 

23b. 

0 

c. Denied dethnaificatiiin. 

25c, 

D 

A Total number of requested pages acted no. {Sum of blocks a. b, and cj 

25d 

268 

26. Eiurr the number of REQUESTS that have been unresolved for over one year. 

26. 

0 

27. Enter the AVERAGE NUMBER OF DAYS to resolve each request. 

27, 

28 

2S. Enter the number of REFERRED REQUESTS received during the reporting period, {Number of requests 
referred to your agency from another agency ) 

28. 

6 

FART ¥: Mandatory Deelasslfkalion Review Appeals 

An '‘Appear ii an individual request for appeal, regardless of the number of documents or pages tu be reviewed as part of the request. 

Report only appeals for your agency in which your agency is rtsponsihle for the final dec ii ion. 

1 29. Enter the number of AP PEALS received during the reporting period. 

29. 

0 

30. Enter the number of APPEALS dosed during the reporting period. 

30. 

_ y 

31. Of the APPEALS enured into block 10. enter the number of pages that were: 

31. 

a Declassified in full. 

3t»- 

0 

b. Declassified In part. 

3 lb. 

0 

c. Denied declassification. 

3ic. 

0 

d. Total number of appealed pages acted on, (Stun of blocks a. b ? and c) 

3 id. 

0 

J2. Enter the number of APPEALS that have been unresolved for over one year. 

32. 

0 


33* 

0 

34, Enter the number of REFERRED APPEALS received during the reporting period. (Number of appeals referred 
to your agency from another agency ) 

34, 

0 


NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 3)1 (REV 03-14) 

Previous edition is unusable Prescribed by NARA/ISOO 

32CFR20Q1 EO 13526 


























DOD: Department of Defense (OARPA) 


PART G; AutuimliL Systematic, and Ducrtltaniry De clast tfitatka Review i 

35. Enter the number of pages REVIEWED that were subject to automatic declassification under section 3.3 of E.O. 
13526. 

35. 

0 

36. Enter the number of pages DECLASSIFIED under automatic declassification 

36. 

0 

37. Enter the number of pages REVIEWED that were subject io systematic declassification under section 3.4 of 

E.O. 13526. 

37. 

0 

38. Enter the number of pages DECLASSIFIED under iviUmatfe decLuifificaiion. 

i 

38 

0 

39. Enter the number of pages REVIEWED that were subject to due ret ion ary declassification under section 3.! of 
E.O. 13526 

39. 

0 

40. Enter the number of pages DECLASSIFIED under discretionary dedanilkatioa. 

. _ _ _ __ 

1 40. 

0 

PART H: Internal Agency Oversight 

41, Enter the number of CHALLENGES processed by your agency to the classification of information believed to be 
improperly classified or unclassified (E.O. 13526. section 18) 

41. 

0 

42. Enter the number of CHALLENGES where the classification status was fully affirmed. 



43, Enter the number of CHALLENGES where the classification status was overturned In whole or in part. 




PART l: Intelligence Community (JC) Information 

This »ct km empties only to IC evades and 1C components of other agencies who originally apply the ORCON and ORCQN-USGO V 
domination control. This information, along with iSOO's annual inspection reports wilt be used to inform the annual report to the DNI oo the 
_ mtofeksaiBcatbo ttHgkin&a _ 


Organ nation's classified disseminated analytic product (m defined in ICD 206 Sourcing Requirements for Disseminated Analytic Product) 
originally marked ORCON, ____ , _ 


44. Enter PERCENTAGE of your organization's classified disseminated analytic products originally marked 

ORCON. 

44. 

0.00% 

45. Enter TOTAL NUMBER of your organisation's classified disseminated analytic products originally marked 
ORCON. 

45. 

0 

46. Enter the NUMBER OF REQUESTS approved for expanded dissemination of ORCON in full 

46. 

0 

47. Enter the NUMBER OF REQUESTS approved for expanded dissemination of ORCON in part. Provide 
exp lunation for partial denial in pan J below. 

47. 

0 

48. Enter the number of ORCON expanded dissemination requests DENIED. Provide explanation for denial in part J 
below. 

48. 

0 

OrgiaizitioB*a classified disseminated analytic product (as defined in IC'D 206 Sourcing Requirements for Disseminated Analytic Product) 
o rig in ally marked ORCON-USGOV. 

49. Enter PERCENTAGE of your organisation's analytic products originally marked ORCOX-USCOV. 

49. 

0.00% 

50. Enter TOTAL NUMBER of your organization's analytic products originally marked ORCON-USGOV. 

50. 

0 

51. Provide TOTAL NUMBER of reports of potential misapplication of the ORCON marking. Provide background 
information on each occurrence in Part i below. 

5L 

0 

52. Has your organization been NEGATIVELY IMPACTED by information being marked with ORCON or 
ORCON-USGOV control marking? If yes. provide explanation in Pan i below. 

S2 ' N/A 



NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 311 (REV 03-16) 
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DOD: Department of Defense (DARPA) 


>7.WCT^rT,.,lW: I !,!• 


Us* this space to elaborate on any section of this form. If mart space is needed, provide as an attachment to this form. Provide explanations for 
any significant changes in trendsmumhenjrom the previous year j report _ 

For reporting purposes, a sampling of all offices in DARPA was completed during a 2-week period, 10^21 October 2016. Tally 
sheets were distributed to all trained derivative classifiers. The results of the sampling period were then multiplied by 26 to achieve 
an estimated annual total. The results for 2016 are slightly greater than last year due increased awareness and more accurate tracking. 


NATIONAL ARCHt VES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 3 E l <REV 0M6 ) 

Previous edition ii unusable Prescribed by NARA/ISOQ 

32 CFR 2001 EO 13526 









INFORMATION SECURITY OVERSIGHT OFFICE 

NATIONAL ARCHIVES if id RECORDS ADMINISTRATION 
700 PENNSYLVANIA AVENUE. NW. ROOM 100 WASHINGTON. DC ICHM-OOOl 

www.trchirti.gat/iseo 


W ISOO 

(A INFORMATION SECURITY 
OVERSIGHT OFFICE 


JUL 1 5 2016 


Memorandum for: Senior Agency Officials Designated under Section 5.4(d) of 



From: William A. Cira, Acting Director 

Subject: Standard Form (SF) 311, Agency Security Classification Management 

Program Data, Due to the Information Security Oversight Office (ISOO) 


Executive Order 13526, “Classified National Security Information," and its government-wide 
implementing directive, 32 CFR Part 2001, require executive branch agencies to report statistics 
related to their security classification programs to ISOO. For FY 2016, the completed SF 311 is due 
to ISOO no later than November 15,2016. Please ensure that your agency adheres to this deadline 
so as to not delay our subsequent reporting to the President. 

In completing the SF 311, agencies are asked to explain any large deviations from numbers reported 
in the past in Part J of the form. A copy of the SF 311 (Rev 3-16) is attached along with guidance 
for filling out the form, Alternatively, the form can be downloaded from the GSA web site at 
http://www.gsa.gOv/portal/forms/download/l 16190, 

We remain open to further ideas concerning improvement of the data collection and reporting 
process. Ef your agency has any suggestions, please include or attach them to the cover memo of 
your SF 311 submission. 

Please contact Ms. Peggy Ushman at (202) 357-6866 if you have any questions. 


Attachments 



July 11,2016 


Guidelines for FY 2016 SF 311 Data Collection 


Background 

In the past, ISOO asked agencies to report only the number of classified “finished products,” a term 
which originated in a paper-based environment and was often not easily applied in the electronic 
environment However, because of the increasing use of the electronic environment to share and 
disseminate information, it has become clear that we need to discontinue the use of the “finished 
product” concept and instead count ail classification decisions regardless of the media. We therefore 
request that each reporting agency adjust its counting or sampling methodology to include such things 
as e-mail, wikis, and blogs. 

PART A: Identifying Information (Changes) 

• Block 2: we have provided a drop-down menu to select your agency. If your 
agency/organization is not listed, select OTHER and type in the agency/organization name. 

• Block 4: we have provided more room for POC information. 

PART B: Officials with Original Classification Authority {No Changes) 

PART C: Original Classification Decisions (No Changes) 

• The origins] classification numbers should be an actual count; do not use sampling methods. 

• Do not count products classified by another agency. 

• Do not count any reproductions or copies. 

PART D: Derivative Classification Decisions (No Changes) 

• The SF 311 form asks that you include the total number of classification decisions (regardless 
of media or whether produced in electronic form). The following is a list of types of materials 
to include in your count (this list is not all inclusive): 

o Electronic presentations; 
o E-mail; 

o Official correspondence or memoranda; 
o Photographs; 

o Reports and/or intelligence products; 
o Web pages; and 
o Wiki articles and blog articles. 

• Process for Counting Derivative Classification Decisions 

o Actual counts of classification decisions for a 52-week period are always preferred, but 
for many large agencies this may not be practical. In such cases a sampling method 
should be used for the number of derivative classification decisions only . 


1 




July It,2016 


• The following is a possible sampling technique that can be employed in order to estimate the 
total quantity of derivative classification decisions under your agency. 

o Define the Total Population - define the total population of classifiers within your 
organization. This total population estimate should include all personnel 
(e.g., contractors, field personnel) making classification decisions under your agency’s 
authority. 

o Define Sampling Population - you can sample a percentage of the total population 
and then estimate the total number of original and derivative classification decisions 
agency-wide. The percentage used to identify the sampling population is at the 
discretion of the agency. 

o Collect Data of Sample Population - the most common practice for coliecting Hats is 
to ask each derivative classifier to provide the number of classification decisions for a 
two-week period during the fiscal year. The manner in which the data is collected is 
entirely dependent on your agency. The numbers entered on the SF311 should 
reflect the final numbers for a 52-week period. 

Example: The Department of Better Government has 500 employees with security 
clearances. The information security official responsible for reporting the agency's SF 
311 data surveyed 20 percent of this total population. The information security official 
disseminated a classification decision survey via e-mail to 100 individuals to capture 
the classification decisions of each individual over a two-week period during the fiscal 
year. The derivative classification count of the sample population is then multiplied by 
5 to arrive at the total population. Since the classification count survey was intended to 
only capture the decisions within a two-week period, the count should then be 
multiplied by 26 to show the total classification count of a 52-week fiscal year. 


Sampling Period: 
2-week 
4-week 
8-week 


Multiplier Applied: 
26 
13 
6.5 


• How to count electronic media 

o E-mail: If a classified e-mail is disseminated and no additional classified information 
is added in the replies or forwards, then only the first classified e-mail should be 
counted. The replies and forwards that do include additional classified information 
should be counted in addition to the original classified e-mail. Do not count 
unclassified e-mails that are created on a system that is certified to handle classified 
information. 

o If the e-mail is merely a transmittal vehicle for a classified attachment and contains no 
classified information itself, then do not count the e-mail. Only count the classified 
attachment if it was originated by your office. 


2 



July 11,2016 


o Webpages: Each web page containing classified information that is created during 
the reporting period should be counted only once regardless of how many times it was 
modified or updated. The count should be conducted by the agency or command that 
hosts the web page. 

o Blogs: Every individual blog entry that constitutes a classification action should be 
counted. The count should be conducted by the agency or command hosting the blog. 

o Wiki articles: Each wiki article containing classified information that is created 
during the reporting period should be counted, and counted only once, regardless of 
how many times it is modified or updated by other users. The count should be 
conducted by the agency or command hosting the wiki. 

o Instant messages: Instant messages should not be counted. 

• The chart below provides examples of how to count decisions in both the paper environment 
and the electronic environment. 


Paper environment 

Electronic environment 

How to count 

A report contains classified 
information derived from a 
classified source and is 
photocopied and distributed to 

30 recipients. 

An e-mail contains classified 
information derived from a 
classified source and is 
disseminated to 20 recipients, 
and then forwarded on to 10 
more recipients. 

Count as one classification 
decision. Do not count as 

30 or 31 classification 
decisions. 

An unclassified internal memo 
is drafted in response to a 
classified Inspector General 
(IG) report The IG report will 
be distributed as an attachment 
to the unclassified internal 
memo. 

An unclassified transmittal 
e-mail is drafted in response to 
a classified 1G report The IG 
report will be distributed as an 
electronic attachment to the 
unclassified e-mail. 

Do not count as a 
classification decision. A 
classification decision was 
already counted at the 
creation of the classified IG 
report The e-mail must be 
protected as classified 
(classified transmittal) but 
does not warrant a 
classification count. 


3 










PART E: Mandatory Declassification Review Requests and PART F: Mandatory 
Declassification Review Appeals (Changes) 


July II, 2016 


• The requested data has not changed, but it has been reordered. Last year, the number of 
requests and appeals was in PART E and the disposition of the requests and appeals was in 
PART F. This year, die form has been changed so that the number of reqnests and the 
disposition of those pages is in PART E. The number of appeals and the disposition of those 
pages is in PART F. 

PART G: Automatic, Systematic, and Discretionary Declassification Reviews (No Changes) 
PART H: Internal Agency Oversight (No Changes) 

PART I: Intelligence Community (IC) Information (New Part) 

• This section is to be filled out only by the following 1C agencies and components: 

Central Intelligence Agency 
Defense Intelligence Agency 
National Geospatial-Intelligence Agency 
National Reconnaissance Office 
National Security Agency 
Department of the Air Force: 

Air Force Intelligence 
Department of the Army: 

Army Intelligence 

Department of the Navy: (please report a breakdown of both sets of numbers in Part J.) 
Navy Intelligence 
Marine Corps Intelligence 
Department of Energy 
Department of Homeland Security: 

Coast Guard Intelligence 
Department of State 
Department of the Treasury 

Department of Justice: (please report a breakdown of both sets of numbers in Part J.) 
Drug Enforcement Administration 
Federal Bureau of Investigation 

• This information will be compiled by the Office of the Director of National Intelligence 
(ODNI) for their annual report requirements. You do not need to send this to ODNL ISOO 
will ensure that alt SF 311s that contain information in Part I are forwarded to ODNI. 


4 



AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(S«A(ftte>oramu*b«wttli*iiftedirtd reach (to bftnnation Saerety OrertifN OfTta (BOO) i» tew than November 15 fattowfagfw reportrngpoiod.) 


PART A; Id to 


ns?! 


Information K< 


I. Enter the Ffeeal ¥«r that ihI* report coven 


2 . Identify the Department* I a depend cal agency, *r 
Eatabllfhmeal (hat if covered by (hit report 


3. Enter the name end title of the Senior Agency 
Official (u defined m EO,13326, Kdkm 54(d)) 
kfarlhli 


4. Peiai~oflatted responsible far auveriig question* about tbb report: 


4a Name; 


4b. Title: 


4c, Email eddrees: 


4d PTwne number 


Type Department, Independent agency, or Eftabtithmem 






PARTI: Official* with 


5. Enter the number of agency offidil* whole blgbaat bvri oforigroal dead Ocatio* authority h TOP SECRET. 


A Eater the number of agency official* whose Mg beat level of original danificalion authority it SECRET. 


7. Enter (he number ofagency official* whom Ugbcal level of original classification authority it CONFIDENTIAL. 


t. Trial number of official* with original cUttifkatioa authority. (Sumof WocteJ, A and 7) 


- / PART C: Original Clat*Uk*tion Decision# 

Original classification b an initial detcrmlnatioo that the information to bi otamffied hat not been previously classified by any other authority. It 
aim meets the Ibtiowtag oondhkof: (1) It wai classified by an original dudfiaation authority; (2) the Information Is owned by or for, or El under 
the control of the tinted States Government; (3) h folk into atlent one of the categories thorn aacUcn 1.4 oflLO. 13526; and (4) unaulhorbed 
diadonue could reasonably be expected to result b damage to foe national security. (Provide Information on all origtod clateficatico decision*, 
rejorrifes* of the media, Including those documented and disseminated via emafl. Do oot count rtnmxfucttoaa or ooptea.) 



9, Enur tbs number of arigteal TOP SECRET dmiflcailon decision* made during the reporting period w*tb 
declassification iourediou of 11 year* or leu 

9. 

IQ. Enter the number of erigteal TOP SECRET dawifleerion decision* made during (be reporting period with 
declassification taslruclJoai rengtag from ever 10 yaart to 2 $ yean. 

id 

11. Total number ofTOP SECRET origin.) ctenifkation decWon*. (Sura of blocks 9 and (0) 

11. 

0 

12. Enter (be number of origins 1 SECRET eUariftcation dedriowa made during (be reporting period with 
dedauUkation InstredliBi ef It yean or Im. 

11 

11 Enter tha number of eriginaJ SECRET dareification dediioni made during the reporting period with 
dedtulfltatian instruction* notiif from ova-10 year* to 25 years. 

11 

14. Total number of SECRET original dasriftcatfoa decision*. (Sum of block* 12 and 13) 

1 14 

0 

15. Enter the number of original CONFIDENTIAL clarification decision* made during (be reporting period with 
decUssifkatioo instruction* of 14 yean or less. 

15. 

t A Enter the number of original CONFIDENTIAL classi fication decisions mute during the reporting period whb 
decUsilfkatieu Instructions ranging from aver 10 year* to 25 years. 

IA 

17. Total number of CONFIDENTIAL original cLoti ftctttan dedrion*. (Sum of block* 13 and 16) 

1 17. 

0 

10. Tela! number of original clarification dadefont. (Sum of blocks I], 14, and 17) 

11 

0 

_1 


NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 311 (REV 03-16) 

Previous te&CA ft wwteblt Presented by NaRA/BOO 

J 3 CFR 200 J B.O. 13326 


I 








































OTHER: Type Department, Independent agency, or Establishment 



■SlPiaS^^ 

19, tor the mgnW of derhn#ve TOP SECRET aMtetitoo deoiataat mads during the reporting period. 

19, 

20* Enter the number of derivative SECRET cUetiflcatKHi dedekmf made during the re porting period 

2a 

21. Erner the number of derivative CONFIDENTIAL dettifioatioi decisions made during the reporting period 

21* 

21 Tefal number of derivative cUatlficatioii dteriitoni (Sum ofbkwAi 19,20, and 21) 

22 . o 


25* Eater the number of REQUESTS received during the reporting period. 

23* 

24, Enter the number of REQUESTS dated daring the reporting period 

24* 

33. Of the REQUESTS mend lata block 24, wUr the eemher of pe«M that were: 

23. 

vD*Wf*dUifeU. 

m* 

b. Declassified Is pan 

25b. 

c. Denied dedessifleatioo. 

25c, 

d. Tefal number of requeued peace acted on. (Sum of blocks i, b, and c) 

254 o 

26, Enter the number of REQUESTS that have been unresolved for over one year. 

26. 

37. Enter (he AVERAGE NUMBER OF DAYS to reaolve each reqwret. 

27. 

28* Enter die number of REFERRED REQUESTS motived during the reporting period. (Number of requests 
referred to your agency from another agency) 

21* 


29* Emar die number of APPEALS received during the reporting period 

29* 

50. Enter the number of APPEALS tkeed diuing the reporting period. 

34 

51. Of tht APPEALS eatcred tale blech 50, tot- 1 the narnbar *f pages that tin: 

51. 

a Doc Unified ia fall 

514. 

h. Dedusffad it pert 

31k 

e. Denied decluslftetfLotL 

51a 

A Tefal number of appealed pages acted on. (Sum of blocks n, b, end e) 

mmm\ 

51 Enter Che number of APPEALS that have been unresolved Jbr over one year. 

51 


33. Enter the AVERAGE NUMBER OF DAYS to resolve each appeal. 


34. Enter the number of REFERRED APPEALS received dwin* the reporttaf period. (Number of appeal* referred 
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OTHER: Type Department, Independent agency, or Establishment 


FART G; Automatic, Syittntlks and Dbcrttioaary DetJaasIficaHoa Reviews 

35. Inter the Dumber of pag u REVIEWED that were subject to automatic deelasilBcstfoi under nctlo» 3J of E.O. 
13526. 

33. 

36. Inter the number of page* DECLASSIFIED under auto mi Ik dtchusificatloi. 

H 

37, Eater tee aumber of page* REVIEWED DM wt subject to lyitatutk daeluilficattaa under roctkwt 14 of 

EO. 13526. 

1% 

31. Inter the cumber of pagei DECLASSIFIED under systematic dcritif Lflcatloa, 

31 

39. Eater the number of pages REVIEWED that were subject to dkcrerteftary dccUssIficatka under section 3.1 of 
EO. 13526, 

39. 

44 Enter the number of pages DECLASSIFIED under dkcrettoiary daclatsJfteaifua. 

44 

PART H; Intersil A fancy Oversight 

41. Eraer the number of CHALLENGES processed by your agency to the daulficalion oflnformatlon believed to be 
Improperly cUuiflcd or unriaulIUd (EO. 13536. section 1JJ 

41. 

42. Enter the number of CHALLENGES wham the classification status wu fWKy affirmed. 

41 

43. Enter the number of CHALLENGES where Ihe ditiiAcuion statu i wu overt urn ad la wbuk or hi pan. 

43. 

PART L laiaUfgeae* Community (JC) Ib forma doe 

This section applies only to IC ageock* and 1C component* of other agencies who o Hgtnalfy oppfy die ORCON and ORCON-UBQOV 
dkminMoa control This Intvmation, along with tSOO*» annual infection reports wfll be uaed to inform the annual report to the DM on (he 

uee of oleniDeadon meidigt 

Otgrobatloa's classified dtis* minattd analytic preduet (as defined in ICD IH So*rd*g RtfutrttwnU for Dta*ml**i*i Amttydc AWrcf) 
originally uy ORCON. 

44* Enter PERCENTAGE of your ofgBifaatlofi'i clarified dominated analytic products originally marked 

ORCON. 

**■ o.oos 

45. Enter TOTAL NUMBER of yeur organization’* danifleddluefninajed analytic products originally marked 
ORCON. 

45. 

46. Enter tec NUMBER OF REQUESTS approved for expanded dtasemteailoc of ORCON la AjEI. 

41 

47. Enter tea NUMBER OF REQUESTS approved for expanded dkrombMloa of ORCON In part* Provide 
explanation for partial denial In part J below. 

47. 

4i. Enter the number of ORCON expanded dissemination requests DENIED. Provide explanation for dsnlal in pvt J 
below. 

41 

Orgteteadoa't eluriftad iwlmlrd .aalyric product (aa dtflnad la ICD IN Samrdmf JWwwdaafW AmtifAt frp*t or) 

erlatnilly marfcad ORCON-USGOV. 

49. Enter PERCENTAGE of your orgMllatloa’i analytic products originally marked ORCON-USGOV, 


50. Earn TOTAL NUMBER ofjwr organ tnrion’l analytic produce* originally marked ORCON-USGOV. 

50, 

31. hovkte TOTAL NUMBER of report! of potential misapplication of the ORCON maridug > Provide background 
in formation on each occurrence In Pvt I be low. 

31, 

52. Hm your organizMion been NEGATIVELY IMPACTED by information being marked whb ORCON or 

ORCON-USOOV control martin*? If yea. provide explanation hi Part J below. 

J1 N/A 
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DEFENSE ADVANCED RESEARCH PROJECTS AGENCY 
67S NORTH RANDOLPH STREET 
ARLINGTON, VA 22203-21 14 



HOM 03MM 

MEMORANDUM FOR INFORMATION SECURITY OVERSIGHT OFFICE (ISOO) 

(ATTN: MARK A. BRADLEY, DIRECTOR) 

SUBJECT: Standard Form 311, Report on Agency Security Classification Management Program 
Data for FY 2017 

Reference: Memorandum for Senior Agency Officials Designated under Section 5.4 (d) of Executive 
Order 13526 


In accordance with the reference listed above, the Defense Advanced Research Projects 
Agency (DARPA) has completed an annual review of its information security classification 
management program, per Executive Order 13526, “Classified National Security Information,” 
and it’s government-wide implementing directive, 32 CFR Part 2001. 



Mark Boyd 

Director, Security and Intelligence Directorate 


Attachments: 

1.SF31I 
















AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(Submissions niusi be unclassified and teach the Information Security Oversight Office (iSOO) no later than November 15 following the reporting period.) 


; PART A; Identifying information /l -.-/f. 

1. Enter the Fiscal Year (hat this report covers. 

’■ 2017 

1 2. Identify (he Department, Independent agency, or 
Establishment that is covered by this report 

2 DOD; Department of Defense ( BAR?A) 

3. Enter the name and title of the Senior Agency 
Official (as defined in E.O. 13526, section 5.4(d)) 
responsible for this report. 

3 

' Mark Boyd/Director, Security & Intelligence Directorate 

4, Poiut-uf~coritact responsible for answering questions about this report: 

4a. Name; 

4a, 

(b)(6) 


4b, Title: 

4b. 


4c. Email address: 

4c. 

(b)(6) 

gjdarpa.mil 

4d. Phone number: 

4d. 

(b)(6) 

v>: I’ART B: Officials with Original Classification A uthority 

5. Enter the number of agency officials whose highest level of original classificaiion authority is TOP SECRET, 

5 1 

6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 

6. 0 

7. Enter the number of agency officials whose highest level of original classification authority is CONFIDENT! A L. 

7 - 0 

8, Total number of officials with original classification authority. (Sum of blocks 5, 6, and 7) 

8. , 

r,;\,y. PART C: Original Classification Decisions 

Original classification js an initial determination tiial the inforrnatioa to be classified has not been previously classified by any other authority, Jt 
also meets the following Conditions: (1) it was classified by ah original classification authority; (2) the information is owned by of for, or is under 
the^n^Qlofthe.cjneof fh&1,4ofE,0,1352fi;and (4) uhauthbri^d, 
disclosure could reasonably be; ekpected to result in damage lb the national security. (Provide information on all original classification decisions, 
regardless ofthemedia;including those documented and disseminated via email. Do not count reproductions or copies*} 

9. Enter the number of original TOP SECRET classification decisions made during the reporting period with 
declassification Instructions of Iti years or less. 

»■ 0 

10, Enter the number of original TOP SECRET classification decisions made during the reporting period with 
declassification instructions ranging from over !0 years to 25 years. 

10. 0 

11. Total number of TOP SECRET original classification decisions, (Sum of blocks 9 and 10) 

"■ 0 

12. Enter the number of original SECRET classification decisions made during the reporting period with 
declassification instructions of 10 years or Jess. 

12. o 

13. Enter the number of original SECRET classification decisions mode during the reporting period with 

1 declassification instructions ranging from over 10 years to 25 years. 

13 4 

1 14. Total number of SECRET original classification decisions. (Sum of blocks 12 and 13) 

U ' 4 

15. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions of 10 years or less. 

15. 0 

16. Enter the number of original CONFIDENTIAL classification decisions made during (he reporting period with 
declassification instructions ranging from over 10 years to 25 years. 

16. o 

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 and 16) 

17. o 

18. Total number of original classification decisions. (Sum of blocks 11,14, and 17) 

18. 4 
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BOD: Department of Defense (DARPA) 


PART D: Derivative Classification Decisions 

Deri vatiye classification is the incorporating, paraphrasing, restating, or generating in new form information that is already classified. This 
includes d a$sl flcatson b aseti op el assifi cation; guides or other source documents. (Pro v ide i nfcrnmt j on cm all classification decisj ons, regardies s of 
the media, including thosie documented and disseminated via email. Do not count reproductions or copied T f ' 

19. Enter the number of derivative TOP SECRET classification decisions made during the reporting period. 

19 * 3,276 

20. Enter the number of derivative SECRET classification decisions made during the reporting period. 

20 - 7,800 

21. Enter the number of derivative CONFIDENTIAL classification decisions made during the reporting period. 

2h 130 

22. Total number of derivative classification decisions, (Sum of blocks 19, 20, and 21) 

2Z 11,206 

PART E: Mandatory Declassification Review Requests 

A "Request 1 • is an individual initial, re view request, regardless of the number of documents or pages to be reviewed as part of the request. 

Report only requests for your agency in which your agency is responsible for the final decision* 

23, Enter the number of REQUESTS received during the reporting period 

23. 0 

24, Enter the number of REQUESTS closed during the reporting period* 

24. o 

25. Of the REQUESTS entered into block 24, enter the number of pages that were: 

25. 

a. Declassified in full. 

25a. 0 

b. Declassified in part. 

25b. 0 

c. Denied declass [fication. 

25c. o 

d. Total number of requested pages acted on. (Sum of b locks a, b f and c) 

25d o 

26. Enter the number of REQUESTS that have been unresolved for over one year. 

26. 0 

27. Enter the AVERAGE NUMBER OF DAYS to resolve each request* 

27. o 

28. Enter the number of REFERRED REQUESTS received during the reporting period, (Number of requests 
referred to your agency from another agency) 

28 - 0 

PART F: Mandatory Declassification Review Appeals 

An "Appear is an individual request for appeal, regardless of the number of documents or pages to be reviewed as part of tHe request 
w i, ■; • : ~ ; V. r ' '<■, jz ■ Report o n 1 y a p peals fo r your ag eh cy i n will ch ; y o u i _a geheykrespo nsi tie for; the final decision, -V . T; w • T 

29* Enter the number of APPEALS received during the reporting period. 

29. o 

30, Enter the number of APPEAL dosed during the reporting period. 

30. o 

31. Of the APPEALS entered Into block 30, enter the number of pages that were: 

3L 

a, Declassified in full. 

31h, o 

b. Declassified In part 

31b. o 

c. Denied declassification. 

31c. o 

d. Total number of appealed pages acted on. (Sum of blocks a, b, and c) 

3td. o 

32, Enter the number of APPEALS that have been unresolved for over one year. 

3Z 0 

33, Enter the AVERAGE NUMBER OF DAYS to resolve each appeal. 

33. o 

34. Enter the number of REFERRED APPEALS received during the reporting period, (Number of appeals referred 
to your agency from another agency) 

34. o 
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DOD: Department of Defense (DARPA) 


PART Gi Automatic, Systematic, and Discretionary Declassification Reviews 

35. Enter the number of pages REVIEWED that were subject to automatic declassification under section 3.3 of B.O, 
13526, 

JS. 0 

36. Enter ihe number of pages DECLASSIFIED under automatic declassification. 

36. o 

37. Enter the number of pages REVIEWED that were subject to systematic declassification under section 3.4 of 
£.0. 13526, 

37. 0 j 

3 8. Enter the number of pages DECLASSIFIED under systematic declassification, 

38. o 

39. Enter the number of pages REVIEWED that were subject to discretionary declassification under section 3* I of 
E.O. 13526. 

39. o 

40. Enter the number of pages DECLASSIFIED under discretionary declassification. 

40. 0 

PART H: Internal Agency Oversight 

41. Enter the number of CHALLENGES processed by your agency to the classification of information believed to be 
improperly classified or unclassified* (E.O. 13526, section 1.8) 

41. o 

42, Enter the number of CHALLENGES where the class ificati on status was fully affirmed. 

42. 0 

43. Enter the number of CHALLENGES where the classification status was overturned in whole or in part. 

43. o 


Organisation’s classified disseminated analytic product (as defined in ICD 206 Sourcing Requirements for Disseminated Analytic Product) 
originally marked ORCON. 

44. Enter PERCENTAGE of your organization’s classified disseminated analytic products originally marked 

ORCON. 

44 - 0.00% 

45. Enter TOTAL NUMBER of your organization's classified disseminated analytic products originally marked 
ORCON. 

45. 0 

46, Enter the NUMBER OF REQUESTS approved for expanded dissemination of ORCON in full. 

46. 0 

! 47. Enter the NUMBER OF REQUESTS approved for expanded dissemination of ORCON in pari. Provide 
explanation for partial denial in part J below. 

47 ' 0 

48, Enter the number of ORCON expanded dissemination requests DENIED. Provide explanation for denial in part J 
below. 

48. 0 

Organization's classified disseminated analytic product (as defined in ICD 206 Sourcing Requirements for Disseminated Analytic Product) 
originally marked ORCON-USGOV, 

49, Enter PERCENTAGE of your organization's analytic products originally marked ORCON-USGOV, 

49 * 0.00% 

50. Enter TOTAL NUMBER of your organization’s analytic products originally marked ORCON-USGOV, 

50. 0 

5L Provide TOTAL NUMBER of reports of potential misapplication of the ORCON marking. Provide background 
information on each occurrence in Part J below. 

5L o 

52, Has your organization been NEGATIVELY IMPACTED by information being marked with ORCON or 
ORCON-USGOV control marking? If yes, provide explanation in Part J below. 

52, N/A 
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DOD; Department of Defense (DARPA) 


• • ' ;• •• •. - \ PARTj:..ExplanatoryComments • _ • •• ".V 

Use this space to elaborate on any section of this farm If more space is needed, provide as on attachment to this form . Provide explanations for 
any significant changes in trends/numbers from the previous year's report. _ 

For reporting purposes, a sampling of ail offices in DARPA was completed during a 2-week period, 2-16 October 2017. Tally sheets 
were distributed to all trained derivative classifiers. The results of the sampling period were then multiplied by 26 to achieve an 
estimated annua! total. 
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